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 FOREWORD AND ACKNOWLEDGEMENTS 

his rapid visual screening procedure has been developed for use 
in assessing risk of terrorist attack on standard commercial 
buildings in urban or semi-urban areas, but it is also intended to 

be applicable nationwide for all conventional building types.  It can be 
used to identify the level of risk for a single building, or the relative risk 
among buildings in a portfolio, community, or region as a prioritization 
tool for further risk management activities.   The information gathered 
as part of this screening procedure can also be used to support and 
facilitate higher level assessments by expert investigators performing 
building-specific evaluations of threat, consequences, and vulnerability. 

ACKNOWLEDGEMENTS 

The Applied Technology Council completed this publication under 
contract HSFEHQ-04-D-0651. 

Principal Authors 
Eve Hinman, Hinman Consulting Engineers, Inc., Applied 

Technology Council Project Technical Director 
Christopher Arnold, Building Systems Development 
Mohammed Ettouney, Weidlinger Associates, Inc. 
Milagros Kennett-Reston, FEMA, Project Officer, Risk Management 

Series Publications 
Stephanie King, Weidlinger Associates, Inc. 
Terrence Ryan, Raytheon UTD, Inc. 

Contributors  
William Blewett, Battelle 
Sharon Gallant, Hinman Consulting Engineers, Inc. 
David Hattis, Building Technology, Inc. 
Jon A. Heintz, Applied Technology Council 
Stephen Hollowell, Cerberus Security Services 
Eric Letvin, URS 
Arturo Mendez, New York Police Department 
Christopher Rojahn, Applied Technology Council 

Pilot Study Participants 
Amy Baker, URS 
Bruce Botkin, Las Vegas Metropolitan Police Department 
Ed Carubis, ESRI Professional Services 
Ernest Chambers, Las Vegas Police Department 

T



 

iv  FOREWORD AND ACKNOWLEDGEMENTS 

John Chirillo, New York Police Department 
Gonzalo Cordova, Department of Homeland Security 
Jason DeVilbiss, Las Vegas Metropolitan Police Department 
Charles Famulari, New York Police Department 
Keith Foisey, New York Police Department 
Scott Gregory, ESRI Professional Services 
Robert Hall, ESRI Professional Services 
Robert Hoyle, Las Vegas Metropolitan Police Department 
Mary Ellen Hynes, Department of Homeland Security 
Al Iglesias, New York Police Department 
Dave Kehrlein, ESRI Professional Services 
Ari Maas, New York Police Department 
Patrick O’Neill, New York Police Department 
Mary Raymond, Department of Homeland Security 
Andrea T. Schultz, Department of Homeland Security 
Dave Shepherd, Readiness Resource Group 
Cindy Stimpfel, New York Police Department 
Joe Tadrick, Department of Homeland Security 
Arturo Willis, New York Police Department 

Advisory Participants 
Robert Chapman, NIST 
Cathy Crowley, Department of Homeland Security 
Doug Hall, Smithsonian Institution 
Mark Harvey, Department of Homeland Security 
Mike Kaminskas, Raytheon UTD 
Fred Krimgold, Virginia Tech 
Ken Mead, Centers for Disease Control and Prevention/National 

Institute for Occupational Safety and Health 
Elizabeth Miller, National Capital Planning Commission 
Matt Nichols, Department of Homeland Security 
Robert Smilowitz, Weidlinger Associates, Inc. 
Frank Tabert, New York State Office of Homeland Security 
Pax Williams, Battelle 

Report Production  
Peter Mork, Applied Technology Council 



TABLE OF CONTENTS  v 

 TABLE OF CONTENTS 

FOREWORD AND ACKNOWLEDGEMENTS ................................................................... iii 

LIST OF FIGURES ............................................................................................................... ix 

LIST OF TABLES ................................................................................................................. xi 

INTRODUCTION 

Background ...................................................................................................................... 1 

Objectives and Scope ........................................................................................................... 1 

Limitations ....................................................................................................................... 2 

Intended Audience .............................................................................................................. 3 

Content and Organization ..................................................................................................... 3 

PERFORMING A RAPID VISUAL SCREENING 

Overview ........................................................................................................................ 5 

Rapid Visual Screening Procedure Overview ................................................................................ 5 

Understanding the Rapid Screening Framework ............................................................................ 6 

Assembling the Assessment Team ............................................................................................ 7 

Understanding the Risk Scoring Procedure .................................................................................. 8 

Organizing and Mobilizing Necessary Resources ......................................................................... 10 

Collecting and Recording Assessment Data ................................................................................ 11 

Scoring When a Building Characteristic is Unknown or Not Applicable ................................................. 16 

Completing the Risk Scoring Worksheet ................................................................................... 17 

Use of Screening Results .................................................................................................... 18 

CONSEQUENCES ASSESSMENT 

Overview ...................................................................................................................... 21 

Consequences ................................................................................................................. 21 

Conducting the Field Assessment ........................................................................................... 23 

THREAT ASSESSMENT 

Overview ...................................................................................................................... 31 

Threat Rating ................................................................................................................. 31 

Threat Types .................................................................................................................. 32 



vi  TABLE OF CONTENTS 

Zone Definitions .............................................................................................................. 32 

Threat Scenarios ............................................................................................................. 34 

Conducting the Field Assessment ........................................................................................... 35 

VULNERABILITY ASSESSMENT 

Overview ..................................................................................................................... 43 

Determining the Vulnerability Rating ...................................................................................... 43 

Conducting the Field Assessment ........................................................................................... 44 

Site ............................................................................................................................ 45 

Architecture ................................................................................................................... 50 

Building Envelope ............................................................................................................ 59 

Structural Components and Systems ....................................................................................... 73 

Mechanical/Electrical/Plumbing (MEP) ................................................................................... 90 

Security ....................................................................................................................... 94 

RISK ASSESSMENT RATING 

Overview ................................................................................................................... 103 

Determining the Risk Rating .............................................................................................. 103 

Weighted Building Characteristics ........................................................................................ 105 

Evaluating the Risk for Multiple Buildings in a Localized Area ....................................................... 106 

Evaluating the Risk for Interconnected Buildings ....................................................................... 106 

Interpretation of the Risk Assessment Rating .......................................................................... 107 

CONCEPT MITIGATION OPTIONS 

Overview ................................................................................................................... 109 

Using the Rapid Visual Screening Procedure to Evaluate Mitigation Options ....................................... 109 

Practical Considerations for Evaluating Mitigation Options ........................................................... 111 

Mitigation Protection Levels .............................................................................................. 112 

Next Steps .................................................................................................................. 113 

APPENDIX A: DATA COLLECTION FORM AND RISK  
SCORING WORKSHEET ...................................................................... 115 

APPENDIX B: DATA COLLECTION FORM (FIELD VERSION) ................................. 127 

APPENDIX C: RISK SCORING METHODOLOGY ..................................................... 135 



TABLE OF CONTENTS  vii 

APPENDIX D: INFRASTRUCTURE TAXONOMY ........................................................ 143 

APPENDIX E: SCREENER’S GUIDE TO ELECTRONIC VERSION  
OF PROCEDURE ................................................................................... 151 

REFERENCES  ............................................................................................................... 159 
 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




